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Introduction to 200-601 Exam on Managing 

Industrial Networking for Manufacturing with 

Cisco Technologies 
A great way to start the Cisco Certified Network Associate Industrial (IMINS2) preparation 
is to begin by properly appreciating the role that syllabus and study guide play in the 

Cisco 200-601 certification exam. This study guide is an instrument to get you on the 
same page with Cisco and understand the nature of the Cisco CCNA Industrial exam. 

Our team of experts has composed this Cisco 200-601 exam preparation guide to provide 

the overview about Cisco Managing Industrial Networking for Manufacturing with Cisco 
Technologies exam, study material, sample questions, practice exam and ways to 
interpret the exam objectives to help you assess your readiness for the Cisco IMINS2 

exam by identifying prerequisite areas of knowledge. We recommend you to refer the 
simulation questions and practice test listed in this guide to determine what type of 

questions will be asked and the level of difficulty that could be tested in the Cisco CCNA 
Industrial certification exam. 

Cisco 200-601 Certification Details: 

Exam Name 
Managing Industrial Networking for Manufacturing with 

Cisco Technologies 

Exam Number 200-601 IMINS2 

Exam Price $300 USD 

Duration 90 minutes 

Number of Questions 65-75 

Passing Score Variable (750-850 / 1000 Approx.) 

Recommended Training 

Managing Industrial Networks for Manufacturing with Cisco 

Technologies (IMINS2) 

Managing Industrial Networks for Manufacturing with Cisco 

Technologies (IMINS2) 1.3 

Exam Registration PEARSON VUE 

Sample Questions Cisco 200-601 Sample Questions 

Practice Exam 
Cisco Certified Network Associate Industrial Practice 

Test 

https://learningnetworkstore.cisco.com/ccna-industrial/managing-networks-for-manufacturing-with-cisco-technologies-imins2-elt-imins2-v1-0-019229
https://learningnetworkstore.cisco.com/ccna-industrial/managing-networks-for-manufacturing-with-cisco-technologies-imins2-elt-imins2-v1-0-019229
https://learninglocator.cloudapps.cisco.com/courseDetails.do?actionType=executeCourseDetail&courseID=8498
https://learninglocator.cloudapps.cisco.com/courseDetails.do?actionType=executeCourseDetail&courseID=8498
http://www.vue.com/cisco/
https://www.nwexam.com/cisco/cisco-200-601-certification-exam-sample-questions-and-answers
https://www.nwexam.com/cisco/200-601-managing-industrial-networking-manufacturing-cisco-technologies-imins2
https://www.nwexam.com/cisco/200-601-managing-industrial-networking-manufacturing-cisco-technologies-imins2
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Cisco 200-601 Exam Syllabus: 

Section Weight Objectives 

IP Networking 20% 

1. Describe the difference between enterprise 
environments and industrial environments 
2. Describe the components for making the data 

flow highly available and predictable in an 
industrial environment (QoS, IP addressing, 
protocol, and hardware resiliency) 

3. Interpret and diagnose problems that are 
related to QoS 
4. Describe the differences between redundancy 

and resiliency requirements / approaches between 
the Enterprise and the plant floor 
5. Differentiate the capabilities of switch types 

6. Describe the life cycle of a multicast group 
7. Describe and configure the operation and use 
cases for NAT 

8. Describe and configure the operation and use 
cases for static routing 
9. Describe and configure VLAN trunking to a 

virtual switch 
10. Describe and configure Layer 2 resiliency 
protocols (Spanning Tree, REP, Flex Links, and 

Etherchannels) 
11. Configure switch ports ( macros, threshold 
alarms) 

Common Industrial 
Protocol (CIP) Knowledge 
and Configuration 

19% 

1. Explain the CIP connection establishment 
process 

2. Explain producer/consumer models and 
implicit/explicit message models 
3. Recognize communication abilities and 

capacities in different hardware/hardware 
generations (revisions) 
4. Identify and describe the technologies that 

enable CIP Motion and CIP Safety 
5. Identify the applicability, limitations, and 
components of a DLR implementation 

6. Implement multicast features for CIP within a 
LAN 
7. Optimize RPI on a CIP connection given a set of 

parameters 
8. Enable and configure IEEE 1588 PTP at the 
system level 

9. Configure the Stratix using the Add On Profile 
(AOP) in Studio 5000 
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Section Weight Objectives 

ProfiNET Knowledge and 
Configuration 

19% 

1. Describe the differences in ProfiNET support 
between Cisco catalyst and Cisco Industrial 

Ethernet (IE) switches 

1. Support for VLAN 0 

2. Support for ProfiNET LLDP 

3. Support for GSDs (integration into SIMATIC 

STEP 7) 

2. Describe the operation and purpose of ProfiSAFE 
3. Describe the three basic ProfiNET devices and 
conformanceclasses 

4. Describe the ProfiNET application classes and 
communication channels 
5. Describe DHCP and how it can be used for IP 

addressing of devices and configuration pushes 
6. Describe ring network requirements for ProfiNET 
7. Enable ProfiNET on the switch 

8. Enable Layer 2 QoS to ensure ProfiNET is 
prioritized 
9. Integrate the Cisco Industrial Ethernet Switch in 

SIMATIC STEP 7 
10. Configure and monitor ProfiNET alarm profiles 
on IE switches 

Security 12% 

1. Describe the defense in-depth approach to 
securing the industrial zone 

2. Identify how a security component 
(hardware/software) applies to a network device to 
meet the network security definition of defense in 

depth 
3. Describe network device hardening 
4. Describe the concept and mechanisms of 

implementing logical segmentation 
5. Identify possible options to control traffic 
between zones (ACLs, firewalls, VLANs) 

Wireless 10% 

1. Describe the differences between 
802.11a/b/g/n/ac 

2. Describe the components that you need to build 
multiple wireless networks on a single access point 
3. Describe the difference between autonomous 

and controller-based access points and wireless 
workgroup bridges 
4. Demonstrate a typical switchport configuration 

for autonomous and controller-based access points 
5. Describe the limitations of using a workgroup 
bridge with a control communication 
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Section Weight Objectives 

Troubleshooting 20% 

1. Troubleshoot advanced Layer 1 problems such 
as mechanical deterioration, electromagnetic noise 

issues, and infrastructure mismatches 
2. Troubleshoot VLAN trunking 
3. Troubleshoot an error disabled port 

4. Troubleshoot basic spanning tree port state and 
root priority problems 
5. Troubleshoot Layer 3 problems by inspecting 

route tables and NAT tables 
6. Troubleshoot Layer 3 problems in a VRF-lite 
enabled environment 

7. Demonstrate the ability to find the location of a 
device within a multi-switch network given an IP 
address 

8. Identify methods for troubleshooting a 
communication problem in a CIP environment 
9. Troubleshoot CIP using an Ethernet/IP browse 

tool, command line, and a web browser 
10. Troubleshoot device communications 
performance 

11. Identify the source of cable and device faults 
in a DLR 
12. Identify methods for troubleshooting a 

communication problem in a ProfiNET environment 
13. Troubleshoot ProfiNET using SIMATIC STEP 7 
to view network topology, use the switch 

command line 

 

200-601 Sample Questions: 
01. What are two benefits of a star network topology? 

(Choose two.) 
a) Disruption of the entire network is not required when adding new machines. 

b) Any problem which leaves the network inoperable can be traced to the central hub. 
c) This network type requires less cable as compared to linear bus topology. 
d) The performance of one of the numerous nodes cannot reflect on the performance of 

other nodes. 
e) The performance of the entire network is directly dependent on the performance of 
the hub. 
  

02. Which statement is correct regarding ProfiNET communication classes? 

a) ProfiNET-RT traffic is carried in UDP and TCP packets 

b) ProfiNET-NRT is used to carry time critical status information 

c) ProfiNET-IRT requires switches with hardware time scheduling capabilities 

d) ProfiNET-NRT is prioritized as Layer-2 Class-of-Service 1 (CoS 1) 
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03. A small manufacturing company has a Class C network address on the 
plant floor and needs to create five subnets, each accommodating 25 
endpoints. Which subnet mask needs to be configured? 

a) 255.255.240.0 

b) 255.255.255.128 

c) 255.255.255.192 

d) 255.255.255.224 

e) 255.255.255.240 

f) 255.255.255.248 

  

04. It is common to use Resilient Ethernet Protocol (REP) on the 
manufacturing floor as a resiliency protocol, as opposed to the Enterprise 

where it is not generally deployed. What are two reasons why REP is more 
suitable for the plant floor? 

(Choose two) 

a) REP is only supported on Industrial Ethernet switches, it is not supported on Catalyst 
switches. 
b) REP converges faster than Spanning Tree, allowing for greater network availability. 

c) REP supports Industrial Ethernet protocols better because it moves the packets 
faster. 
d) Running dual cables from access switches to an aggregation switch can have a much 

higher cost on the plant floor than in the Enterprise and running a ring protocol like REP 
provides resiliency at a lower cost. 
e) Industrial protocols can be negatively impacted by the number of nodes the Ethernet 

frame traverses, REP provides a topology with no more than 3 nodes for any data path. 
  

05. Which in-depth approach is used when deploying defense in an industrial 

zone? 

a) Use PLCs and control systems from multiple vendors in such a way that the process 
will become resilient for failures of one vendor. 

b) Deploy two factor authentications for all operators which need to login remote while 
working from home. 
c) Collect log files at a central location for easy back-up and encryption to provide 

privacy. 
d) Create multiple zones in the industrial zone and protect / inspect traffic between the 

zones with firewalls and intrusion monitors. 
  

06. You have been tasked to design an Ethernet network capable of Motion 
control with cycle times not to exceed 1ms. In order to create a more 

deterministic network, what characteristic/s should you primarily focus on? 

a) Lattency and Jitter 
b) Redundancy and high availability 

c) Explicit and Implicit messaging 

d) This cycle time is not possible on an Ethernet network 

e) Gigabit port speed 
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07. How are I/O timeout and Safety I/O timeout calculated? 

a) An I/O connection will timeout based on the lower of 4x RPI or 100ms. Safety I/O 
timeout is calculated as 4xRPI. 

b) An I/O connection will timeout based on the lower of 3x RPI or 100ms. Safety I/O 
timeout is calculated as 3xRPI. 
c) An I/O connection will timeout based on the lower of 4x RPI or 150ms. Safety I/O 

timeout is calculated as 2xRPI. 
d) An I/O connection will timeout based on the lower of 3x RPI or 150ms. Safety I/O 
timeout is calculated as 3xRPI. 
  

08. Which best describes the difference between 802.11n and 802.11ac? 

a) 802.11ac offers more channels over more bands than 802.11n 

b) 802.11ac MCS 1 is about twice as fast as 802.11n MCS1 

c) 802.11ac offers more modulation schemes than 802.11n 

d) 802.11ac 1SS MCS 9 is allowed over a 20, 40, 80 and 160 MHz channel, while 

802.11n 1SS MCS 9 is only allowed over a 20 or 40 MHz channel. 
  

09. Profinet has been disabled on a Cisco Industrial Ethernet switch, which CLI 

commands correctly enable ProfiNET on VLAN 10? 

a) switch#enable profinet switch(config)#profinet vlan 10 

b) switch(config)#profinet switch(config)#profinet vlan 10 

c) switch(config)#profinet switch(config)#vlan 10 switch(config-vlan)#profinet 
d) switch#enable profinet switch(config)#vlan 10 switch(config-vlan)#profinet 
  

10. What is the reason that ProfiNET frames are discarded by default on 
Catalyst switches? 

a) ProfiNET uses a nonstandard Ethernet frame format 

b) The frames have an 802.1q tag with VLAN ID equal to 0 (zero) 
c) Catalyst switches do not support ProfiNET traffic 

d) A ProfiNET VLAN must be configured and enabled on a Catalyst switch 

 

Answers to 200-601 Exam Questions: 

Question: 01 

Answer: a, b 

Question: 02 

Answer: c 

Question: 03 

Answer: d 

Question: 04 

Answer: b, d 

Question: 05 

Answer: d 

Question: 06 

Answer: a 

Question: 07 

Answer: a 

Question: 08 

Answer: c 

Question: 09 

Answer: b 

Question: 10 

Answer: b 

 

Note: If you find any typo or data entry error in these sample questions, we request 

you to update us by commenting on this page or write an email on 
feedback@nwexam.com 


