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Introduction to 600-199 Exam on Securing 

Cisco Networks with Threat Detection and 

Analysis 
A great way to start the Cisco Cybersecurity Specialist (SCYBER) preparation is to begin 
by properly appreciating the role that syllabus and study guide play in the Cisco 600-199 

certification exam. This study guide is an instrument to get you on the same page with 
Cisco and understand the nature of the Cisco Cyber Security exam. 

Our team of experts has composed this Cisco 600-199 exam preparation guide to provide 

the overview about Cisco Securing Cisco Networks with Threat Detection and Analysis 
exam, study material, sample questions, practice exam and ways to interpret the exam 
objectives to help you assess your readiness for the Cisco SCYBER exam by identifying 

prerequisite areas of knowledge. We recommend you to refer the simulation questions 
and practice test listed in this guide to determine what type of questions will be asked 

and the level of difficulty that could be tested in the Cisco Cyber Security certification 
exam. 

Cisco 600-199 Certification Details: 

Exam Name 
Securing Cisco Networks with Threat Detection and 

Analysis 

Exam Number 600-199 SCYBER 

Exam Price $300 USD 

Duration 60 minutes 

Number of Questions 50-60 

Passing Score Variable (750-850 / 1000 Approx.) 

Recommended Training 
Securing Cisco Networks with Threat Detection and 

Analysis 

Exam Registration PEARSON VUE 

Sample Questions Cisco 600-199 Sample Questions 

Practice Exam Cisco Cybersecurity Specialist Practice Test  

http://tools.cisco.com/GlobalLearningLocator/courseDetails.do?actionType=executeCourseDetail&courseID=5908
http://tools.cisco.com/GlobalLearningLocator/courseDetails.do?actionType=executeCourseDetail&courseID=5908
http://www.vue.com/cisco/
https://www.nwexam.com/cisco/cisco-600-199-certification-exam-sample-questions-and-answers
https://www.nwexam.com/cisco/600-199-cyber-security-scyber
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Cisco 600-199 Exam Syllabus: 

Section Weight Objectives 

Information Gathering and 
Security Foundations 

13% 

1 Describe basic network topologies, 

application architecture, and host 
configuration standards 

  

2 Identify the services a network and security 

operations center offers to an organization 

  

3 Describe traditional hacking techniques 

  

4 Describe basic operational procedures and 
incident response processes of a security 

operations center 
  

5 Describe basic network security events 

  

6 Describe mission-critical network traffic and 
functions, applications, services, and device 

behaviors 

  

7 Describe corporate security policies 

  

8 Describe the role of a network security 
analyst 
  

9 Describe the primary sources of data on 
vendor vulnerabilities, current threats, 

exploits, and active attacks 

  

10 Describe how vulnerability, attack, and 

threat data impact operations 

  

11 Describe the baseline of a network profile 

  

12 Describe correlation baselines (use NetFlow 
output to validate normal traffic vs. non-
normal) 
  

13 Describe security around local business 
process and infrastructure and applications 

  

14 Describe risk analysis mitigation 

Event Monitoring 16% 

1 Describe the various sources of data and 
how they relate to network security issues 

  

2 Monitor the collection of network data as it 
relates to network security issues 
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Section Weight Objectives 

3 Monitor and validate health state and 
availability of devices 

  

4 Monitor DNS query log output (monitor 

telemetry data to validate devices) 
  

5 Identify a security incident (single or 

recurrent) 
  

6 Describe the best practices for evidence 

collection and forensic analysis 

  

7 Describe the different types and severity of 

alarms and events 

Security Events and Alarms 16% 

1 Identify and dismiss false positive indicators 

correctly 

  

2 Describe event correlation within the context 

of the various alarms and corporate 
infrastructure architecture 

  

3 Assess traffic and events in relation to stated 
policies 

  

4 Identify actionable events 

  

5 Identify basic incident types 

  

6 Describe event metrics and diagnostic 
procedures 

Traffic Analysis, Collection, 
and Correlation 

24% 

1 Describe IP packet structures 

  

2 Describe TCP and UDP header information 

  

3 Analyze network traces or TCP dumps and 
trace back to actual activities 

  

4 Describe packet analysis in IOS 

  

5 Describe access packets in IOS 

  

6 Acquire network traces 

  

7 Configure packet capture 

Incident Response 16% 

1 Describe standard corporate incident 

response procedure and escalation policies 

  

2 Identify necessary changes to enhance the 

existing procedure, policy, and decision tree 
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Section Weight Objectives 

3 Describe the basic emergency mitigation of 
high-level threats, exploits, and vulnerabilities 

  

4 Evaluate and recommend responses to 

vulnerabilities to ensure adequate monitoring 
response and mitigation 

  

5 Assist level 2 incident response team to 
mitigate issues 

  

6 Describe best practices for post-event 
investigation 

  

7 Describe common legal and compliance 
issues in security event handling 

Operational Communications 15% 

1 Describe the communication vehicles related 
to post-threat remediation 

  

2 Generate incident reports and interpret the 
information to determine the direction of the 
escalation 

  

3 Describe the different types of available 
metrics and channel to appropriate personnel 
  

4 Process incident handling communications 
and provide context awareness for 

stakeholders 

  

5 Articulate details of problems to remediating 

teams (constituent-based groups) 
  

6 Maintain awareness regarding vulnerabilities 
and the recommended critical security patches 

as a result from incident handling 

  

7 Communicate recurring issues based on 

incident handling and provide 
recommendations for architectural changes or 
modifications and articulate 

  

8 Describe the post-mortem process 

600-199 Sample Questions: 
01. Which publication from the ISO covers security incident response? 

a) 1918 

b) 2865 

c) 27035 

d) 25012 
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02. As a part of incident response, which action should be performed? 

a) watch to see if the incident reoccurs 

b) custody of information 

c) maintain data security and custody for future forensics use 

d) classify the problem 

  

03. Which describes the best method for preserving the chain of evidence? 

a) Shut down the machine that is infected, remove the hard drive, and contact the local 
authorities. 

b) Back up the hard drive, use antivirus software to clean the infected machine, and 
contact the local authorities. 
c) Identify the infected machine, disconnect from the network, and contact the local 

authorities. 
d) Allow user(s) to perform any business-critical tasks while waiting for local 
authorities. 
  

04. Which three symptoms are best used to detect a TCP SYN flood attack? 

(Choose three.) 

a) high memory utilization on target server 
b) large number of sockets in SYN_RECV state on target server 
c) network monitoring devices report large number of unACKed SYNs sent to target 

server 
d) target server crashes repeatedly 

e) user experience with target server is slow or unresponsive 

  

05. Which action is recommended to prevent an incident from spreading? 

a) Shut down the switch port. 

b) Reboot the system. 
c) Reboot the switch. 
d) Reboot the router. 
  

06. What is the purpose of the TCP SYN flag? 

a) to sequence each byte of data in a TCP connection 

b) to synchronize the initial sequence number contained in the Sequence Number 
header field with the other end of the connection 

c) to acknowledge outstanding data relative to the byte count contained in the 

Sequence Number header field 

d) to sequence each byte of data in a TCP connection relative to the byte count 
contained in the Sequence Number header field 

  

07. Which protocol is typically considered critical for LAN operation? 

a) BGP 

b) ARP 

c) SMTP 

d) GRE 
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08. The IHL is a 4-bit field containing what measurement? 

a) the number of 32-bit words in the IP header 
b) the size of the IP header, in bytes 

c) the size of the entire IP datagram, in bytes 

d) the number of bytes in the IP header 
e) the number of 32-bit words in the entire IP datagram 

  

09. Which would be classified as a remote code execution attempt? 

a) OLE stack overflow detected 

b) null login attempt 
c) BitTorrent activity detected 

d) IE ActiveX DoS 

  

10. What is the maximum size of an IP datagram? 

a) There is no maximum size. 

b) It is limited only by the memory on the host computers at either end of the 
connection and the intermediate routers. 
c) 1024 bytes 

d) 65535 bytes 

e) 32768 bytes 

Answers to 600-199 Exam Questions: 

Question: 01 

Answer: c 

Question: 02 

Answer: c 

Question: 03 

Answer: c 

Question: 04 

Answer: b, c, e 

Question: 05 

Answer: a 

Question: 06 

Answer: b 

Question: 07 

Answer: b 

Question: 08 

Answer: a 

Question: 09 

Answer: a 

Question: 10 

Answer: d 

Note: If you find any typo or data entry error in these sample questions, we request 
you to update us by commenting on this page or write an email on 
feedback@nwexam.com 


